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1. What exactly is Phishing? 
Phishing is a type of fraud in which a hacker attempts to gather personal information or credentials by impersonating a legitimate brand 
and sending users to a malicious website. 

A common example of this is the Bank phishing attack: A hacker sends an email that appears to come from his Bank asking the user to 
log in to their account to verify some information, often with a sense of urgency or deadline. When the user clicks on the link in the email, 
it takes them to a fake Bank login page, where their credentials are captured. Many people take the bait, because untrained user will not 
always recognize a fake email. 

Phishing is not new. In fact, the term Phishing was first coined back in the 1990s in the days when AOL and dial up modems were popular 
ways to connect to the Internet.  

Think of regular fishing types. As an individual can fish with a pole or a spear. Business fishing is typically done with nets in bulk. And 
Whaling. Terms about fraudulent computer phishing are very similar in name and content.

 Spear phishing 
Phishing attempts directed at specific individuals or companies have been termed spear phishing. Spear phishing attackers often gather 
and use personal information about their target to increase their probability of success. Examples could be looking through garbage 
cans outside a house for bills, receipts, paperwork with your personal information or dumpster diving through corporate trash for 
invoices, purchase orders, customer lists.

 Bulk phishing 
Hackers can purchase lists off the dark web with people’s contact information and even possibly passwords. Organized cyber criminals in 
teams of people scamming people via their computer or even over phone scams by doing social engineering. 

 Whaling 
The term whaling refers to spear phishing attacks directed specifically at senior executives and other high-profile targets. In these cases, 
the content will be crafted to target an upper manager and the person’s role in the company. The content of a whaling attack email may 
be an executive issue such as a subpoena or customer complaint.

2. Who needs to worry about getting lured in? 
Basically everyone these days that uses a computer or a smartphone. And that is most people. Especially at risk are the elderly, because 
of the technology gap they can be tricked most easily.

3. Why do we have to be even more careful of phishing scams when we use our cell phones? 
Mobile technology is about sharing information which makes phishing even easier. 

With Bluetooth, Wifi, SMS Texting, and an app store with literally tens of thousands of apps that can be downloaded there are many more 
ways to be phished. 

Also, most often the bad guys either own or have compromised the wireless public network that you are connecting to. That is why it is a 
good idea to have a mobile VPN security Client on your smartphone when connecting to public wireless networks. 

 Vishing is Voice phishing 
Vishing (voice phishing) sometimes uses fake caller-ID data to give the appearance that calls come from a trusted organization. You 
might receive a call or voicemail messages that claims to be from your bank telling you to dial a phone number regarding problems with 
your bank accounts or perhaps the IRS is going to fine you if you don’t call back immediately to settle a matter with your tax filing. Once 
the phone number (owned by the phisher, and provided by a voice over IP service) was dialed, prompts told users to enter their account 
numbers and PIN. 



4. We’ve received URGENT email messages from people here at Morning Blend  
 – can any of those be phishing scams?  
Yes, very likely even staff at the Morning Blend have probably received phishing scams. Almost all phishing attempts have a sense of 
urgency element to them trying to get you to click on a malicious link. 

5.  Who is orchestrating these attacks? 
The definition of a computer hacker is any skilled computer expert that uses their technical knowledge or social engineering to trick 
people or exploit weaknesses in a computer system to break into a network. 

Hackers may be motivated by a multitude of reasons, such as profit, protest, information gathering, challenge, recreation, or to evaluate 
system weaknesses to assist in formulating defenses against potential hackers. 

The subculture that has evolved around hackers is often referred to as the “computer underground” or “dark web”. This can be an 
individual acting alone or it can be an organized group of people.

6.  Does Microsoft really need my social security number? 
No. There will never be a legitimate phone call or email from Microsoft or any other household name company that will ever call you 
needing your FULL social security number. If you call your real bank, they might ask you for the last four digits of your social security 
number, but don’t be tricked into ever giving a representative from a company your full SSN over the phone if they called you. 

7.  Shouldn’t security software detect most of these scams? 
While it is important to have layers of security protecting your computer (like firewalls and virus protection software) NO security system 
is 100% secure. 

The main reason is because of human error. People can be tricked by hackers doing social engineering and phishing to fall for a scam 
that breaches the security. 

Kind of like having strong doors and locks to your house, apartment building, or office. However, if someone opens the door to let a bad 
guy inside, then the strong doors and locks were easily bypassed. Right?

8.  What tips do you have for all of us – what can we look out for?  
A list of tips for both Consumers and tips for Business can be found on our company website www.EQinc.com/phish.

First recommendation is to make your passwords long and strong. Strong meaning complex. An easy way to do this is to use a 
memorable pass-phrase mixed with special characters. For example: !loveWTMJ4-tvMilwaukee!   

Second is to use a password vault app like LastPass. They have a free version on their website at www.LastPass.com.   

Third recommendation is to change your passwords on a regular basis, like every 90 days. 

Lastly, the Department of Homeland Security has a website and campaign called STOP.THINK.CONNECT.™   
Go to www.dhs.gov/stopthinkconnect 

This is a national public awareness campaign aimed at increasing the understanding of cyber threats and empowering the American 
public to be safer and more secure online. 

Cybersecurity is a shared responsibility. We each have to do our part to keep the Internet safe. When we all take simple steps to be safer 
online, it makes using the Internet a more secure experience for everyone.
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9. What do we do if we mistakenly open something? Will our computer systems be compromised?  
Some steps to take if you do click on a malicious link include:

1. Immediately terminate your session and disconnect your computer form the physical local network. That’s right unplug it from the 
Internet. 

2. Make sure you are backing up your computer operating system and all your data on a regular basis, that way you can restore your 
computer and data, if necessary. 

3. Perform a full virus scan using your virus protection software.

4. Most important – Change your password on the computer that was breach and or any Cloud application that you use the same 
username and password.

5. Also recommended is multi factor authentication or two factor sign on, where you logon to a computer or web application and then 
must immediately enter a secure passcode sent to your smartphone via text.

Consumer Links

DHS Stop Think Connect

https://www.dhs.gov/stopthinkconnect

Last Pass

https://www.lastpass.com/hp

IPvanish vpn client for smartphones 

https://www.ipvanish.com

Business Links 

Employee security awareness training 

https://www.knowbe4.com/

https://www.proofpoint.com/us

Searches

https://www.youtube.com/results?search_query=What+do+I+do+if+I+mistakenly+open+a+malicious+link

https://en.wikipedia.org/wiki/Security_hacker

https://en.wikipedia.org/wiki/Mobile_security

https://en.wikipedia.org/wiki/Phishing
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